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How important is your password?

Gmail Vulnerability Shows Importance of
Strong Passwords

What 6s the big

A recently discovered back door
(reported by Vicente Aguilera Diaz
on the Full Disclosure security list)
into Gmail is another reminder that
we need to use strong passwords.
The vulnerability allows criminals
to repeatedly guess passwords
without being locked out. Gmail is
T by no means i the only applica-
tion vulnerable, but it is widely
used and often considered to be
more secure than other options.

d eAguilera has reported that if

someone has a Gmail account,
they are able to guess another
Gmai | user o0s
times in two hours; up to 1,200
guesses per day per account.
Many hackers have over a hun-
dred Gmail accounts, so they
could create an automated tool
which will guess against that
many other accounts. If those ac-
counts have weak passwords, this
method will eventually enable a

Ppasswor



Page 2 InsighT to Security

Strong Passwords  (from page 1) are length, unpredictability, and complexity

(using different types of characters). Each ex-
tra character dramatically increases the poten-
tial combinations that a hacker would have to
try to crack your password. See the table on
The only good way to defend yourself on line the last page to see how dramatic this effect
when accessing any account, e-mail, bank, file IS.

store, network, etc., is to have a strong password
that is memorable. Many experts agree that the
easiest way to do this is to use passphrases or
signin phrases for your

hacker into that account.

Complex but memorable

Since the longer passwords work, you can
choose passphrases, rather than passwords.
There are a couple ways

e

password. While you will
have no problem remem-
bering them, others will
find it virtually impossible
to guess.

to do this, but always be
sure to use Upper case,
Lower Case, Numbers
and Special Characters.
Choose a song lyric,

guote, poem, or bible

phrase that you will re-

me mber, such a
do I love thee, let me
count the ways.

Though Gmail does re-
quire a password of at
least 8 characters, which
is essential for basic se-
curity, it
complexity in the pass-
word. A user could have
choose extremely weak
passwords, such as
12345678, or samjones, 1

Using the first method,
you would turn this into a
relatively short password
by using he first letter of
each word and modifying

dolesnﬁt enforce

or even zzzzzzzz. ot her s: ALU?lI
shortening the first part

Fido1212 or P@sswOrd of the |line to
still gets the point

Many people still choose to use across, then wu

pet or children6s na you or thee, a

days, or a common dictionary
word. This means that their
Gmail (or other accounts) could
be guessed in less than 10,000
tries. Sometimes they even use
the same password for every
website. Plus, some people have
a document on their computer
which holds their passwords (and break. You could use

it i snb6t encrypted=or password just the second part of
protected itself) making their passwords vulner- the | ine: ALet me 789 t
able to a myriad of viruses, spywares and Trojans  that spaces are special characters in Windows

as well as hackers. systems and many ot hers.
that your passphrase is much easier to type.

Enjoy your new security!

for count.

The second method

yields a longer
passphrase, bu
ier to type and equally
impossible for an auto-

mated cracking tool to

The 3 basic requirements for a strong password



