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What is Cybercrime?

The term fAcybercri me
to as any criminal offense committed

against or with the use of a computer or

computer network. The US Department

of Justice (DOJ) interchangeably uses

the terms
and Anetwork cri meo
as computer intrusions, denial of service
attacks, viruses and worms.! A cyber-
crime incident can lead to loss of busi-
ness and consumer confidence, financial
loss, productivity loss, and even loss of
intellectual property. For something to be
considered a crime, however, requires a
law to denote it as such, and the laws

ficybercri mr%c’og?]izea

(from MS-ISAC)

have, to this point, lagged behind tech-
nology. Existing laws relating to cyber-
c?lme}/of'?enti}‘hé";J lﬂc?rfotl aﬁ‘ply fo esgetﬁfif:
acts being investigated and those laws
vary from state to state. Some cyber-

crime may be more easily prosecuted if it
is simply wiewed as a more common
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nal act as
crimeo tends to
the technology, rather than on the crime
itself. For these reasons, Anthony
Reyes, author of the book Cyber Crime
Investigations, argues against using the
term Acybercri me, 0
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Cybercrime (from page 1)

cal l t hese acts as fcri

n e n’t Regardless of the means used to commit a crime or
the target of a crime, whether it is a computer, a business,
st

or someonebs dat a, it i s

What are the Trends in Cybercrime?

In the 1990s, cybercrime was
mainly motivated by notoriety or
revenge and predominately de-
fined by the willful destruction of
online property or intentional
disruption of a business. The
current era of cybercrime is
dominated by criminals who
want to use your computer for
illegal activities, to steal data for
profit, and organized crime is
heavily involved.® Attackers ex-
ploit vulnerabilities in computer
software in order to develop
Acri meware, 0 s u
Trojans, and keyloggers, in order _——
for other criminals to carry out B

their nefarious acts. These

Acri mewar eo
business model to provide crimeware-as-a-service. Some
of their crimeware servers not only act as command and
control servers (machines designed to provide instructions
to the cri meware), but al so
ries for private stolen information that is harvested by the
crimeware. Personal information is a valuable commodity
for criminals. Traditional security tools are becoming in-

creasingly more limited in their ability to mitigate these

highly complicated cybercrime attacks.® Another trend is
that the governments of various countries are suspected of
being involved in cybercrimes for political reasons. As gov-
ernments become more dependent upon technology, those
assets will be attacked for various reasons. The cybercrime
landscape, as it may be called, has definitely changed, but
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the criminal motivations are still the same i
power.and revenge.
Wi t h

money,

computer compo-

I\Npat %an I cDP?i

Fighting cybercrime is problematic for several rea-
sons. Many actions, such as writing crimeware, are
currently not defined as illegal and, even if they consti-
tute a crime, can be diffi-
cult to prosecute. Location
and jurisdiction may also
be a problem. For in-
stance, a criminal may re-
side in one country
and wuse a crimeware
server in another country
to attack a victim who re-
sides in a third coun-
try.> Cybercrime can also
be perpetrated without a
personds knowl
other types of crimes that
may be more notice-
able. To adequately de-
fend against cybercrime,
you need against cyber-
o follow th adltlonal best practices

ed

If you become a victim of cybercrime, you should report
the incident to the appropriate law enforcement authori-
tiass Depahding an the sqopelofi the rcrémie, the appro-e p o s
priate agency may be local, state, federal, or even inter-
national. The US DOJ maintains a list of federal agen-
cies to which computer related crimes may be reported
at the following address: http://www.usdoj.gov/criminal/
cybercrime/reporting.htm.

In addition, you may report
cybercrimes to the Internet
Crime Complaint Center
(IC3), a partnership among
the Federal Bureau of In-
vestigation (FBI), the Na-
tional White Collar Crime
Center (NW3C) and the
Bureau of Justice Assis-
tance (BJA). The IC3 pro-
vides a convenient report-
ing mechanism for both
citizens and government
agencies that alerts authori-
ties of suspected criminal or
civil violations and may be contacted via the following
address: http://www.ic3.gov.



http://www.usdoj.gov/criminal/cybercrime/reporting.htm
http://www.usdoj.gov/criminal/cybercrime/reporting.htm
http://www.ic3.gov/
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October: Governor signs Proclamation

October 1: Boise Information Systems Security Association Monthly MeatiBgise, ITT
Tech
Business Continuity, Disaster Recovery, and Risk Analysis-Raiiled

October: Press Release distributed for media utilization
Simple news release, describing the purpose of the Cyber Security Awareness
a2yiKY RAAGGNAOdMzASR GKNRdAzZAK 2dzi GKS ai

October: Security Awareness PresentatianBoise, Idaho Transportation Department
Auditorium
Presentation on our vulnerability to Cyber threats, the current trends of security
incidents, and what we can do to protect ourselves. These are designed for state
employees, but all citizens of Idaho are welcome and encouraged to attend.

Date 7 October 9 October 21 October 22 October 28 October 29 October

Time 1 |8:00-9:00 am |2:00-3:00 pm [9:00-10:00 am 9:00-10:00 am 1:00-2:00 pm [1:00-2:00 pm

Time 2 10:30-11:30 am [10:30-11:30 am |2:30-3:30 pm

October 8: National Cyber Security Awareness Webtasth dzNJ { K| NB R 1 W 4 LJ2
Strategy for Promoting Cyber Security Awarenes®n-Line

October 15: University of Idaho, Computer Security Awareness Symposi2009

Moscow, U of |
' YAGSNERAGE 2F LRIFIK2Q& Fyydzrf LYyF2NX¥IQ
Awareness Symposium, ldaho Commons Clearwater Robmy;
support.uidaho.edu/csas2009/

October 17: Cyber security awareness posters and guides distributed to state & local
agencies and businesses

hOli206SNI HY {2 LY¥2 {SO hTFwRSOS Aexantes NE& 2
Ballroom
Promoting awareness of IT Security for the BSU Student body and visitor


http://support.uidaho.edu/csas2009/
http://support.uidaho.edu/csas2009/
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650 W State St September 30, from IT Pro i Symantec reported new botnet play-
Boise ID 83720 ers are emerging since a shut-down of ISPs hosting botnet activity in
Phone: 208332-1851 the last year. Botnets are now responsible for sending 87.9 percent of
Email: terry.pobsmartin@cio.idaho.gov | g|| spam; a newer botnet called Maazbem is growing rapidly. In May
Maazbem spewed out casino-r el at ed spam email s. Mas

has accelerated over the past month, from 0.5 percent of all spam in
August to 1.4 percent of all spam in September. A MessagelLabs Intel-

CHECK OuT ligence senior analyst said in a statement that the number of ISPs be-
ing taken offline for hosting botnet
THESE activity had resulted in a case of
LINKS older botnets sinking and newer bot-

nets taking their place. He said:

AThis has undermined the power of
the more dominant botnets like and

cleared the way for new botnets like

Maazben to emerge. 0 However, one
of the oldest and largest botnet,

Rustock, has doubled in size since

June - it is the only botnet to have a

regular spam cycle.

Security Websites:
Good websites to surf

http://www.sans.orq/

http://www.cert.org/

September 30, from the Washington Post i Hackers last week
apparently used stolen account information from a New Jersey
company that provides online payroll
http://csrc.nist.qov/ tomers in a scheme to steal passwords and other information. The
New Jersey-based PayChoice provides direct payroll processing ser-
http://www.issa.org/ vices and licenses its online employee payroll management product to
at least 240 other payroll processing firms, serving 125,000 organiza-
http://www.infragard.net/ tions. Last Wednesday, a number of PayChoice customers received
_ an e-mail warning them that they needed to download a Web browser
http://www.ic3.gov/ plug-in in order to maintain uninterrupted access to onlineem-
ployer.com, the portal for PayChoice
posed plug-in was instead malicious software designed to steal the
victimbs user names and -mpaledoBecu-ds . I
rity Fix, PayChoice said the company dis-
http://www.nationalterroralert.com/ covered on September 23 that its online
systems had been breached. The com-
pany said it immediately shut down the
onlineemployer.com site and instituted
fresh security measures to protect client

http://www.msisac.orqg/

http://www.securityfocus.com/

http://www.snopes.com/

If you act defensively information, such as requiring users to
on the internet, y 0 u 0 | change their passwords. PayChoice said
be safer. the malicious sites downloaded a Trojan
horse program called Tro-
Just like driving defen- janDownloader:Win32/Bredolab.X, which is
sively you should a malware program that tries to download
' . additional malicious files and disable secu-
browse defenswely. rity software on the infected PC.

Watch out for the bad
guys!
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http://www.cert.org/
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http://csrc.nist.gov/
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http://www.ic3.gov/
http://www.securityfocus.com/
http://www.snopes.com/
http://www.nationalterroralert.com/

