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Migration Overview Meeting

During this meeting, the ICS Migration Team will provide an overview of the entire migration process,
including what to expect when and how and whom.

Also, we will be reviewing the Agency Assessment Document and a Pre-Migration Planning Document.

Submit Agency Assessment
See Agency Assessment document.

Technical Kick-Off Meeting

This is a meeting with the migration team and the agency technicians to go over the Pre-Migration Checklist
and the Pre-Migration Planning document to identify roles and responsibilities and the Assessment
Documentation to (a) help them generate the data and; (b) help figure out what exactly we need to know as
the Migration Team.

ICS Team will have reviewed the Assessment Document and then will be assigning Pre-Migration tasks and
responsibilities to Agency personnel through an Agency Project Manager.

Time Frames will be covered.

At this meeting agency IT personnel should be informed that agency technicians will need to be onsite at
their agency during migration cut-over.

Pre-Migration Tasks
This is a list of tasks and responsibilities for the agency technicians; see the appropriate documentation for
specifics, but it will involve performing such tasks as opening up workstation firewalls and such.

Migration GO Meeting

The Migration GO Meeting will be with the agency and the ICS Migration Team. During this meeting, we will
review the Agency Pre-Migration Planning document and ensure that all the pre-migration tasks have been
completed and that the agency is ready for migration.

Will involve the Agency Project Manager and technical team personnel.

GO-LOCKDOWN
NO changes to domain workstation and user names should occur at this point.

Set Migration Date
A MINIMUM of a week's notice before actual migration.

ICS-SPECIFIC

L]

Agency Assessment Auditing
Note: Agency kickoff meeting will take place AFTER the Assessment Document has been returned for
auditing.
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Pre-Agency Technical Kick-Off Meeting

[ ] Post "Pre-Migration" Tasks
At this point, ICS Migration Team will have received the results of the Pre-Migration Tasks to ensure that the
tasks have been completed.

[ ] Ifanagency firewall is present enable all ports inbound and outbound for the ICS services IP
address range (206.128 through 206.174)
ACTIVE DIRECTORY
DNS Forwarding Setup
Create Forest Trusts
Obtain Administrator Rights in Agency Domain
Turn off SID Filtering
(NOTE: this will only be required if it had not been possible to setup a forest trust between
the agency and ICS)

N

Group Policy Objects
Verify there are no non-default settings implemented for Active Directory or Exchange
Verify agency has streamlined their GPOs and permissions.
Create GPO Migration Table
Backup GPOs
Create "Behave Like XP" GPO setting
Create State Remote Registry setting for Vista
Create Firewall (Domain Profile) Shutdown
Create RPC state GPO
Create and apply Agency DNS search order GPO
Create Power Settings GPO (Preferences)
Create GPO for the QMM Profile Migrator
Create a Group for the QMM Profile Migrator
IMPORT GPOs
Do NOT Import Default Domain Policy
Do NOT Import Default Domain Controllers Policy

Create Organizational Unit Structure
Create Administrator Groups
Agency-Specific
NOTE: Keep it simple with OUAdmins, But if not, continue with UserAdmins,
ComputerAdmins
Create Administrator Accounts
Create Service Accounts

I O I I

Delegate AD Permissions
Delegate Public Folder Permissions
Delegate AD rights to OU
Create Exchange Rights

OO0 o
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|:| Do NOT copy over Source Domain UPN
[] SIDs will be set twice on files and folders twice otherwise
|:| TEMPORARY: Post-migration will be cleaned up

EXCHANGE
Create Exchange Storage Space
Storage Group
Mailbox Database
Set Storage Limits
Create Receive Connectors for Agency-Specific QMM (on each HT)
Create Send Connector for Agency-Specific QMM at Org level
Delegate Exchange Admin Rights for OU to Groups
See document: how-to-delegate-recipient.html|
Create Accepted Domain for Agency
Create E-mail Address Policy for Agency - Only on the day of Migration
Have Dena redirect e-mail from IronMail to Hub Transport Servers
Setup DNS SRV records for e-mail domain with Jon or Brigette (AutoDiscover, etc.)
Record the AutoDiscover service for DNS for each email domain in both the internal and external
DNS (NOTE: Free/Busy and offline address books are now web-based called “Exchange Web
Services” these services rely on AutoDiscover internally in order to function)
Verify the agency has created their room and equipment resources in ICS
Assign permissions for managing top-level agency public folder tree to ‘OU Administrators'
accounts.

A I I

MIGRATION
ICS-SPECIFIC
ICS (Quest Migration Process)

Videos exist documenting this process.

For agencies with slow WAN links install the Profile Migrator (EMWProf) onto a local file server, modify Group
Policies to point to the local file server.

Active Directory

|:| Add Users to Migration Local Admin group
Due to the fact Outlook 2003 and perhaps 2007 will require a special "reinstall” mode, a process
that will require local workstation administrator access, users will be joined to a special, transient
group just for the migration.

Upon Outlook profile migration, users will be taken out of this group as soon as practicable.
|:| Add Users to QMM Profile Update Group

NOTE: This will be in the TARGET (ICS) domain
EMWEProf: This group will get the Outlook profile program pushed to them and will migrate users'

profiles from agency to ICS e-mail organization.
|:| Setup Migration Sessions
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|:| Start Synchronization

Exchange
Verify ICS Exchange system active node is the same node as the Quest migration project expects
Migrate Mailbox
Synchronize
Switch
Migration Calendar
Synchronize
Switch
Complete

N
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orkstation
(ICS) Validate connectivity
(ICS) Report any problems to available technicians
Import Session List of Workstations
AGENCY will help
Process Workstation Resources
Migration Workstation to ICS
(1CS) Spot-check progress
Restart workstation
Final Steps
(ICS) Group Policy checks
(If agency utilized 3™ party tool such as: “Policy Maker” - check for compatibility issues)
DNS restructure
DNS domain search order
Authorize DHCP
Accounts Switch Session
Disable AGENCY account
Enable ICS account
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AGENCY-SPECIFIC

Available Technicians
Technicians will need to be on hand and available to perform such tasks as identifying workstations and the
connectivity for those workstations. Reconfiguring any problematic workstations, and so on.

Technicians will need to be available during the migration as well as immediately following the migration.

It is expected that the actual migration/cutover will occur off-hours. AD and Exchange synchronization will have
been happening prior to the actual cutover/migration.

It is also expected that for the smaller agencies with only a few users, the migration/cutover would occur during
business hours. We will have to be flexible on this issue.
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Users
Communication with Users
Inform the users as to the consequences of the cutover.
Stay off the workstations during Cutover
e Off-hours
e Business hours

There can possibly be two scenarios: if a user is being migrated during normal business hours, they will be
required to stay logged off the workstation.

The other option will be a cutover/migration during off-hours. In this case, the user will logon to the newly-
migration account and workstation the next business day.

Logon afterwards, report problems

Workstations

POST — MIGRATION

ICS-Specific
[ ] Exchange
User Exception List for MB Size

Notify Dena Duncan that agency migration has been completed to ICS Exchange system
Active Directory

Remove SID History

Break Forest Trust

Demote DCs

Promote DCs in ICS, if applicable

Assuming the agency had an Exchange or other messaging server notify the OCIO WAN team to

close port 25 and any other port no longer needed to the server’s IP address.

OO

Agency-Specific
Servers: Verify permissions are setup properly
Workstation: Change DNS Servers to ICS
Set GPO Domain Search Order
Effected through DHCP
Start performing DNS/DC clean up
Remove forest trust
Demote DCs in agencies
Bring up newly-demoted DCs in ICS, if applicable
See AD Design Document which shows what level of 0S/Machine we'll need to have in place before.
Close Out Meeting
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