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Security of Credit Card Transactions

The use of credit cards to pay for goods
and services is a common practice
around the world. It enables business to
be transacted in a convenient and cost
effective manner. However, more than
100 million personally-identifiable, cus-
tomer records have been breached in
the US over the past two years [Source:
PrivacyRights.org] Many of these breaches
involved credit card information. Contin-
ued use of credits cards requires confi-
dence by consumers that their transac-
tion and credit card information are se-
cure. The following provides information
as to how the credit card industry has

(from MS-ISAC)

responded to security issues and steps
you can take to protect your informa-
tion.

Who regulates the security of credit
card transactions?

The Payment Card Industry (PCl) Secu-
rity Standards Council developed stan-
dards and policies that must be met by
all vendors which accept credit card
transactions. The Council’s members
include American Express, Discover Fi-
nancial Services, JCB International,
MasterCard Worldwide and Visa Interna-
tional. The Council created an industry-
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Security of Credit Card Transactions (from page 1)

wide, global framework that details how companies handle
credit card data — specifically, banks, merchants and pay-
ment processors. The result was the Payment Card Indus-
try (PCI) Data Security Standard (DSS) [Source: pcisecuritystan-
dards.org], a set of best practice requirements for protecting
credit card data throughout the information lifecycle.

The PCl compliance security standards outline technical
and operational requirements created to help organiza-
tions prevent credit card fraud, hacking and various other
security vulnerabilities and threats.

The PCI DSS requirements are applicable if a credit card
number is stored, processed, or transmitted. The major
credit card companies require compliance with PCI DSS
rules via contracts with merchants and their vendors that
accept and process credit cards. Banks, merchants and
payment processors must
approach PCI DSS compli-
ance as an ongoing effort.
Compliance must be vali-
dated annually, and compa-
nies must be prepared to
address new aspects of the
standard as it evolves based
on emerging technologies
and threats.

How is my credit card
information protected?

The PCI standards detail

what protective measures are required regarding the string
and transmission of credit card information. For electronic
Point of Sale (POS) transactions, the information is en-
crypted and transmitted directly to the credit card proces-
sor. For an online transaction, the merchant is required to
have a secure server and an encrypted connection to the
customer. Access to credit card information is restricted
based on a business need-to-know. The standards include
guidelines for developing and maintaining secure systems
and applications. Recent focus includes heightened security
requirements for wireless networks due to the jump in the
use of wireless POS terminals.

What if a merchant does not follow the standards?

If a member, merchant, or service provider does not com-
ply with the security requirements or fails to rectify a secu-
rity issue, they may face fines up to $500,000 per incident
or restrictions imposed by the credit card companies, in-
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cluding denying their ability to accept or process credit
card transactions.

What can | do to secure my credit card informa-
tion?

You can feel secure using your credit card, if you ad-
here to the following guidelines:

Don't respond to email or pop-up messages. If you
get an unusual email or a pop-up message while
you're browsing, don't reply or click on any link,
especially if personal or financial information is re-
quested. Legitimate organizations don't ask for this
information in these ways.

Guard the security of your transaction. When pur-
chasing online, look for the "lock" icon on the
browser's status bar and be sure "https" or "s-http"
appears in the website's address bar. The "s"
stands for "secure."

Use temporary account authorizations when avail-
able. Some credit card companies offer virtual or
temporary credit card authorization numbers. This
kind of service gives you use of a secure and unique
account number for each
online transaction. Contact
your credit card company
to see if they offer this ser-
vice.

to merchants you know and |
trust. If you have questions
about a merchant, verify it
with the Better Business
Bureau or the Federal
Trade Commission.




Social Networking Sites: Take Steps to be Safe & Secure (wvs-1sac)

The popularity of social networking sites--such as
MySpace, Facebook, Twitter and others--has exploded
in recent years, with usage in the United States in-
creasing 93% since 2006 [Source: Netpop Research]. The
sites are popular not only with teenagers, but with
adults as well: the number of adult Internet users hav-
ing a social networking profile has more than quadru-

pled in the past four years [Source: Pew Internet & American
Life Project].

While there are many positive aspects of using social
networking sites, it is
also important to un-
derstand the potential
security risks and know
what precautions to
take to protect yourself
and your information.
What are social net-
working sites?

Social networking sites are online communities of
Internet users who want to communicate with other
users about areas of mutual interest, whether from a
personal, business or academic perspective. The spe-
cific functionality of the various sites may differ, but in
general, the sites allow you to provide information
about yourself and communicate with others through
email, chat rooms and other forums.

What are the security concerns of social net-
working sites?

Social network sites are growing in popularity as at-
tack vectors because of the volume of users and the
amount of personal information that is posted. The
nature of social networking sites encourages you to
post personal information. Because of the perceived
anonymity and false sense of security of the Internet,
users may provide more information about them-
selves and their life online than they would to a
stranger in person.

The information you post online could be used by
criminals intending to conduct social engineering
scams to steal your identity or access your financial
data. In addition, the sites are increasingly sources of
wormes, viruses and other malicious code. You may be
prompted to click on a video on someone's page but
the link is to a malicious website, for example. If you
are accessing a site that has malicious code your ma-
chine could become infected. For examples of some
common social networking scams, visit the Council of
Better Business Bureaus.
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It's also important to realize that information you post
can be viewed by a broad audience, and could have
lasting implications. College admissions officers and
school administrators, for example, do visit these sites
and in some cases, admissions have been denied to
applicants, or disciplinary actions have been taken be-
cause of information or photos posted online. Employ-
ers also review these sites for information about po-
tential job applicants.

What can you do to protect yourself?

e Make sure your computer is protected before
visiting sites - make sure you have a firewall and
anti-virus software on your computer and that it is
up-to-date. Keep all software up-to-date.

e Do not assume you are in a trusted environment -
just because you are on someone's page you
know, it is still prudent to use caution when navi-
gating pages and clicking on links or photos, be-
cause links, images or other content contained on
the pages may include malicious code.

e Be cautious in how much personal information
you provide - remember that the more informa-
tion you post, the easier it may be for an attacker
to use that information to steal your identity.

Use common sense when communicating with
users you DO know - confirm electronic requests
for loans or donations from your friends and asso-
ciates. The communications could be from some-
one who has stolen the credentials of your friend
in order to scam as many
people as possible.

e Use common sense

when communicating

with users you DON'T
know - be cautious about
whom you allow to con-
tact you or what type of
information you share
with strangers online.

e Understand what in-
formation is collected and shared - pay attention
to the policies and terms of the sites; they may be
sharing your email address or other details with
other companies.

e Make sure you know what sites your child is visit-
ing - be involved in your child's activities and know
with whom he/she is communicating and what in-
formation is being posted by them, or about them
by others.


http://www.bbb.org/us/article/8556
http://www.bbb.org/us/article/8556
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CHECK ouT
THESE
LINKS

Links to top
Security Websites:

Good websites to surf:

http://www.sans.org/

http://www.cert.org/

http://www.msisac.orqg/

http://csrc.nist.gov/

http://www.issa.org/

http://www.infragard.net/

http://www.ic3.gov/

http://www.securityfocus.com/

http://www.snopes.com/

http://
www.nationalterroralert.com/

Be a part of the
Solution!
Learn your

Responsibilities.
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Google Reveals Spam Email Back to Highest Numbers

Google has analyzed spam levels and concluded that the amount of junk
email is back to where it was in November, the month in which a spammer
network known as McColo was disconnected for harboring spamsters (Spam
gangsters). By the second half of March, the seven-day spam volume was
the same as before McColo shut down.

Google is uniquely positioned to conduct
this type of analysis; it manages inboxes
for more than 15 million business users
and 50,000 businesses. The growth rate
of the spam in the first quarter of the year
was 1.2 percent per day. Symantec also
revealed that one in every 1.32 emails is
spam, a rate that most consumers are
completely unaware of because spam
filters significantly reduce the amount of
spam that any one individual will see in
their inbox.

Amanda Kleha is a member of Google's security and archiving team. She
blogged, "It's difficult to ascertain exactly how spammers have rebuilt in the
wake of McColo, but data suggests they're adopting new strategies to avoid
a McColo-type takedown from occurring again."

"Specifically, the recent upward trajectory of spam could indicate that
spammers are building botnets that are more robust but send less volume -
or at least that they haven't enabled their botnets to run at full capacity be-
cause they're wary of exposing a new ISP [Internet Service Provide] as a tar-
get."

Newer attacks include spam with malware attached which has become geo-
graphically specific. For instance, emails which linked to a website hosting
the Waledac Trojan were blasted out during March. Some offered coupons
for a local store, and others falsely claimed the recipient's city or area was
victimized by a terrorist attack. The attack customized the location by de-
termining the geographic location of
the IP address of the victim's machine.

The State of Idaho government email
servers have recently shown the same
increase, where only two weeks ago we
were receiving 3 million emails with
91% spam; this last week we received
almost 12 million emails with 97.2%
spam. Incredibly high; though our
email filter catches most of them, some
are bound to get through.



http://www.sans.org/
http://www.cert.org/
http://www.msisac.org/
http://csrc.nist.gov/
http://www.issa.org/
http://www.infragard.net/
http://www.ic3.gov/
http://www.securityfocus.com/
http://www.snopes.com/
http://www.nationalterroralert.com/
http://www.nationalterroralert.com/
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April 10, PC Magazine Security Watch — (International) Microsoft Conficker awakens, mutates, hus-
tles. Reports are all over that a new and interesting version of the Conficker worm is around, and
that it is pushing rogue anti-malware to its users.

http://blogs.pcmag.com/securitywatch/

April 8, InformationWeek — (International) Scareware surging, Microsoft report finds. In its sixth Se-
curity Intelligence Report, released April 8 and covering the second half of 2008, Microsoft says
scareware is on the rise. Scareware purports to be security software but is not. It is sold to techni-
cally naive users to address supposed computer security threats.
http://www.informationweek.com/news/security/cybercrime/showArticle.jhtm|?
articlelID=216403570&subSection=News

April 7, CNET News — (National) Pentagon spends over $100 million on cyberattack cleanup. The
Pentagon spent more than $100 million in the past six months cleaning up after Internet attacks
and network issues, military leaders said on Tuesday. |¢

http://news.cnet.com/8301-1009 3-10214416-83.html

April 1, IDG News Service — (International) Legislation would create new cybersecurity regulations.
Two U.S. senators have introduced legislation that would overhaul the nation’s cybersecurity ef-
forts, and would reportedly allow the government to regulate some private company cybersecurity
efforts for the first time.

http://www.pcworld.com/businesscenter/article/162423/
legislation would create new cybersecurity regulations.html

March 21, PC World — (International) An emerging network of intelligent power switches, called the
Smart Grid, could be taken down by a cyberattack, according to researchers with IOActive, a Seat-
tle security consultancy.

http://www.pcworld.com/businesscenter/article/161727/
power grid is found susceptible to cyberattack.html
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